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ZURICH
CyberSide —

Your Personal Cyber Insurance

(FFIREE SRR IURTE)
Thank you for choosing Zurich. You are protected for your journey online!
e Take some time to read Your policy. This way, You can have extra peace of mind.

e If You need to make any changes, like correcting a name or email address, please let Us know immediately.

Please note that:

e Some words in Your Policy have special meanings. You can find these in “Section 2 — Definition”. These words are
bolded wherever they appear.

e Your Policy is a legal agreement between You and Us. You're covered when You pay the premium and follow the
terms and conditions in the Policy.

How to contact Us on Policy or claims enquiry

o Customer service enquiry: enquiry@hk.zurich.com

o Claims procedures and documents required for submission of claims
o Claims submission through https://bit.ly/CBSClaim

OneZurich Customer Portal
You can access and edit Your Policy information, update personal details, and check claims history and status on the
portal with personalized 7x24 customer support. Go to OneZurich Customer Portal.

Here is a guide to Your CyberSide — Your Personal Cyber Security Insurance Policy

What is covered, not covered and the glossary

Section 1: Your Benefits What is covered?
Section 2: Definitions A glossary explaining the wordings
Section 3: Exclusions What is NOT covered?

Your responsibilities, operation of this policy, and how to claim

Section 4: Special Conditions Your and Our responsibilities in this Policy
Section 5: General Conditions How the Policy operates?
Section 6: Claims Procedure How to claim?


mailto:enquiry@hk.zurich.com
https://www.zurich.com.hk/en/make-a-claim/travel-insurance
https://bit.ly/CBSClaim
https://www.zurich.com.hk/en/customer-services/onezurich
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Something You MUST KNOW about this Policy —
What is covered, not covered and the glossary

e SECTION 1: YOUR BENEFIT
e SECTION 2: DEFINITIONS
SECTION 3: EXCLUSIONS
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What is covered? — Section 1: Your Benefit

Please refer to the coverage shown on the Policy Schedule and the benefit table below for the respective sections and limits
covered in Your Policy.

This is a Claims-Made and Reported Policy. If a Covered Item or Covered Items below happens to You and/or Your
Children during the Policy Period, We will pay claims arising out of the following covers under the Policy, in consideration
of the premium paid subject to the terms, conditions, exclusions and limitations. Children will share the coverage limit with
their parents under this Policy.

1.1 Cyber Fraud

We will pay You for the Cyber Fraud Loss incurred by You arising directly from any Cyber Fraud or Hacking of Your
personal account with financial institution, Payment Card and/or personal Digital Wallet by a Third Party and such Cyber
Fraud is first discovered by You during the Policy Period and within 90 days from the date of Occurrence. “Occurrence”
shall mean the happening of a cyber event or incident that may lead to a claim or give rise to a liability under this Policy.

1.2 Social Engineering

We will pay You for the Social Engineering Loss incurred by You arising directly from any Social Engineering Criminal
Act which is first discovered within 90 days from the date of occurrence during the Policy Period.

1.3 Cyber Extortion Threat

We will pay for Extortion Payments incurred by You, arising directly from a Cyber Extortion Threat, that is first received
during the Policy Period.

1.4 Restoration

We will pay you for Restoration Costs incurred by You arising directly from a Malicious Cyber Act that is first discovered
during the Policy Period.

1.5 Cyberbullying
We will pay You for:

- Ongoing Monitoring Expenses, and
- Mental Health Counselling Expenses

incurred by You arising directly from a Cyberbullying Act that first occurred during the Policy Period.

1.6 Following-up expenses for Identity Theft

We will pay You for the following-up expenses for Identity Theft incurred by You arising directly therefrom that is first
discovered during the Policy Period.

1.7 Legal Defence Costs and Cost for Injunction

We will pay You for Legal Defence Costs and Costs for Injunction incurred by You arising directly from Cyber Fraud,
Identity Theft or Malicious Cyber Act and the costs for bringing such Injunction.
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Benefit Table

Coverage items

Coverage Limit per incident

(HKD)

1. Cyber Fraud 5,000
2. Social Engineering 5,000
3. Cyber Extortion Threat 20,000
4. Restoration 10,000
5. Cyberbullying 10,000
6. Following-up expenses for Identity Theft 10,000
7. Legal Defence Costs and Costs for Injunction 20,000
Policy Limit per year per insured 20,000
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I he glossary — Section 2: Definition

The bold printed terms in this Policy, whether in the singular or in the plural, whether in this Section 2 - Definitions, or as defined in
other sections of this Policy, shall have the meaning specified below in this Section 2 for the scope of this Policy.

Child(ren)

Computer System

Cryptojacking

Cyberbullying Act

Cyber Extortion Threat

Cyber Fraud

Cyber Fraud Loss

Child(ren) means any minors (as defined by the Laws of Hong Kong Special
Administrative Region (“HKSAR”) ) who is under the age of eighteen (18) years and is
dependent on the Insured during the Policy Period stated in the Policy Schedule.

Computer System means:

(@ any home computer network, router, hardware, Digital Assets therein and all
associated input and output devices, which is owned by You and/or Your Children and
used mainly by You and/or Your Children for personal purposes, and which is located
at an Insured’s Your Home; or

(b) desktop, mobile phones, laptops, notebook or tablets, which are owned by You
and/or Your Children and used mainly by You and/or Your Children for personal
purposes.

Cryptojacking means the unauthorized use of Your and/or Your Children’s Computer
System by a Third Party for mining cryptocurrency.

Cyberbullying Act means any intentional conduct carried out through electronic means
that causes or is intended to cause harm, fear, or distress to You and/or Your Children.
This includes, but is not limited to, harassment, intimidation, threats, distribution of You
and/or Your Children’s personal data, or the dissemination of false information which aim
to cause embarrassment or harm to You and/or Your Children.

Cyber Extortion Threat means an online demand for money or property accompanied by
a credible threat by a Third Party to:

(&) release, divulge, disseminate, destroy, alter or use of Your and/or Your
Children’s Digital Assets, acquired by fraudulently or maliciously accessing or using
Your and/or Your Children’s Computer System;

(b) release, divulge or disseminate of authentic nude image of the You and/or Your
Children;

(c) introduce Malware into Your and/or Your Children’s Computer System;
(d) corrupt, damage or destroy Your and/or Your Children’s Computer System; or

(e) restrict or hinder access to Your and/or Your Children’s Computer System or
Your and/or Your Children’s Digital Assets or having already encrypted Your and/or
Your Children’s Digital Assets or disabled access and control of Your and/or Your
Children’s Computer System, a demand for money or property in return for the
decryption key or instructions.

Cyber Fraud means the introduction of malicious codes, programmes or digital instructions
of a malicious nature, including but not limited to Malware, trojans, virus, worms or
cryptoware received through SMS, file transfer, downloaded programs from Internet or any
other digital means.

Cyber Fraud Loss means:
(&) Theft of Funds;

(b) any associated fees, penalties or interest incurred by You and/or Your Children
which have been levied by the financial institution or Online Merchant; or
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Digital Assets

Digital Wallet

Electronic Communications

Electronic Data

Email Spoofing

Extortion Payment

Home

Hacking

Identity Theft

Identity Theft Expenses

(c) Payment Card charges that You and/or Your Children has or have incurred,
including any penalties or interest which have been levied by the financial institution;

Digital Assets means software, programs, Your and/or Your Children’s personal
Electronic Data, digital photos, digital music and digital video stored on Your and/or Your
Children’s Computer System.

Digital Wallet means an e-wallet associated with a user’s account with an Online
Merchant and is intended for effecting payment for the purchase of goods and services
through the Online Merchant’s website.

Electronic Communications means:
(@) electronic mails;

(b) instructions given via the online banking or trading platform of a financial
institution; or

(c) instructions given via the mobile application software (App) of a financial
institution; or.

(d) SMmSs.

Electronic Data means information stored or transmitted in a digital format

Email Spoofing means wrongful manipulation or falsification of an email by an
unauthorized source so that the message appears to be from a legitimate or trusted
source.

Extortion Payment means any monies (including crypto or virtual currencies) or property
paid by You and/or Your Children, to a Third Party, whom You and/or Your Children
reasonably believes to be responsible for a Cyber Extortion Threat, with the purpose of
resolving or terminating such threat.

Home means Your and/or Your Children’s private residential property used solely for
domestic purposes

Hacking means the unauthorised access or intrusion by a Third Party to Your and/or
Your Children’s Computer System using improper digital means including Email
Spoofing and Phishing

Identity Theft means the online theft or online modification, alteration or corruption by a
Third Party of Your and/or Your Children’s Personal Information to commit fraud using
Your and/or Your Children’s identity

Identity Theft Expenses means:

(a) reasonable and necessary expenses (including Legal Defence Costs and Costs
for Injunction) incurred by You and/or Your Children, with the Our prior written
consent:

0] to correct or reinstate official public records after an identity theft has
occurred;

(i) for challenging the accuracy or completeness of a consumer credit
report;
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Insurer

Legal Defence Cost and Cost
for Injunction

Loss

Malware

(iii) for the preparation and attendance at any audit or hearing conducted
by a governmental agency;

(iv) for the dismissal or withdrawal of civil or criminal proceedings on the
basis that the alleged liability rests with the perpetrator of the identity
theft and not You and/or Your Children; or

(V) for the removal of criminal or civil judgments wrongly entered against
You and/or Your Children.

(b) the costs of:
(i) notarizing affidavits or related documents verifying the fraud; or

(ii) photocopying and registered mail postage for sending required
documentation to law enforcement agencies, credit bureaus, financial
institutions, creditors or debt collection agencies; or

(c) the cost of loan re-application fees, if You and/or Your Children’s earlier
application had been refused solely because the lender had received incorrect credit
information about You and/or Your Children following the Identity Theft.

Insurer means Zurich Insurance Company Ltd — Hong Kong Branch, a company
incorporated in Switzerland with limited liability

Legal Defence Cost and Cost for Injunction means the reasonable and necessary costs,
expenses and fees incurred by You and/or Your Children with Our prior written consent:

(@) inthe defence of any demand, claim, suit or legal proceedings against You and/or
Your Children; or

(b) costs for bringing an injunction (if applicable).
provided always that:
(i) such costs, expenses and fees are not recoverable from any other party; and

(ii) there is no duty upon Us to advance any costs, expenses or fees to You and/or
Your Children prior to the conclusion of the demand claim, suit or proceeding.

Loss means:
(a) Cyber Fraud Loss for the purpose of Your Benefits 1.1 (Cyber Fraud);
(b) Social Engineering Loss for the purpose of Your Benefits 1.2 (Social Engineering);
(c) Extortion Payments for the purpose of Your Benefits 1.3 (Cyber Extortion Threat)
(d) Restoration Costs for the purpose of Your Benefits 1.4 (Restoration);

(e) Ongoing Monitoring Expenses and Mental Health Counselling Expenses for the
purpose of Your Benefits 1.5 (Cyberbullying);

(f) Identity Theft Expenses for the purpose of Your Benefits 1.6 (Following-up
expenses for Identity Theft);

(9) Legal Defence Cost and Cost for Injunction for the purpose of Your Benefits 1.7
(Legal Defence Costs and Costs for Injunction) .

Loss does not include any taxes, the loss of tax benefits, or fines and penalties imposed
by law.

Malware means any malicious software or code designed to infiltrate, disrupt, corrupt or
damage a computer system or circumvent any network security product or service,
including but not limited to viruses, worms, trojan horses, ransomware, adware, spyware
and Cryptojacking scripts.
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Malicious Cyber Act

Mental Health Counselling
Expenses

Ongoing Monitor Expenses

Online Merchant

Online Bank Account

Personal Information

Payment Card

Phishing

Policy

Policyholder

Policy Period

Policy Schedule

Malicious Cyber Act means:

(@) the fraudulent, malicious or unauthorized input, modification, deletion, corruption,
encryption or extraction of an Your and/or Your Children’s Digital Assets, residing on
Your and/or Your Children’s Computer System, which is caused by the introduction
of Malware or Hacking by a Third Party;

(b) the fraudulent, malicious or unauthorized disablement of access and control of an
Your and/or Your Children‘s Computer System which is caused by the introduction of
Malware or Hacking by a Third Party; or

(¢) Cryptojacking.

Mental Health Counselling Expenses means fees or costs incurred for licensed
professional mental health services on counselling sessions provided to You and/or Your
Children, for addressing psychological distress or trauma arising directly from a
Cyberbullying Act.

Ongoing Monitor Expenses means the costs incurred You and/or Your Children for
continuous monitoring services for detecting and managing potential risks or threats arising
directly from a Cyberbullying Act. Ongoing Monitor Expenses shall also include
reasonable legal costs to apply for injunction or restraining order.

Online Merchant means a Third Party retail business registered with a valid business
license according to the jurisdiction of the place which it is situated in, and which accepts
payment for goods through a secured online payment gateway

Online Bank Account means an account with a bank or other financial institution
regulated by Hong Kong Monetary Authority (HKMA) or other similar regulatory bodies
worldwide, the operation of which requires a password or other credentials provided by the
bank or financial institution, by which You and/or Your Children is able to conduct online
financial transactions including payments or transfers

Personal Information means information or data relating to Your and/or Your Children’s
personal identity which publicly documents, authenticates or proves Your and/or Your
Children’s genuine identity or good standing.

Payment Card means any credit, debit, charge or store card that is registered to Your
and/or Your Children’s name.

Phishing means the attempt to obtain sensitive information such as usernames,
passwords, and credit card numbers, or other personal data by masquerading as a
trustworthy entity in an Electronic Communications.

Policy means this insurance document and the Schedule, including any endorsements.

Policyholder means the named owner (name of proposer) of this Policy as shown in the
Policy Schedule.

Policy Period means the period set forth in the Policy Schedule.

Policy Schedule means the Policy Schedule containing the Policyholder’s details, sum
insured, and Policy Period. The Policy Schedule forms part of the Policy.
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Restoration Cost

Social Engineering Criminal
Act

Social Engineering Loss

Tax

Theft of Funds

Third Party

Transfer Instruction

Vendor

You, Your, Insured

We, Us, Our, Insurer

Restoration Costs means reasonable and necessary costs and expenses You and/or
Your Children incur, with Our prior written consent:

(a) for investigating, reconfiguring and repairing any damage to Your and/or Your
Children’s Computer System;

(b) for retrieving or replacing Your and/or Your Children’s Digital Assets; or

(c) for locating and removing Malware from Your and/or Your Children’s Computer
System following a Malicious Cyber Act.

We can at sole discretion settle claim for Restoration Costs under this Policy, with new for
old with provision for wear and tear deduction if necessary.

Social Engineering Criminal Act means any Transfer Instruction purportedly raised by:
(@) Any of Your and/or Your Children’s family members; or
(b) any Vendor; or
(c) any agent of an official body

but which Transfer Instruction proves to have been fraudulently raised by an imposter
without the knowledge or consent of the entity or natural person named in (a) to (c) above,
and result in any transfer of money or official national currency by You and/or Your
Children, in good faith.

Social Engineering Loss means the direct financial loss of any money or official national
currency sustained by You and/or Your Children as a direct result of a Social
Engineering Criminal Act.

Tax means any present or future, direct or indirect, tax, levy or duty, including consumption
tax or any tax of similar nature, which is imposed on goods and services by government or
tax authority.

Theft of Funds means any unauthorized digital or electronic transaction of money or
official national currency owned by the You and/or Your Children or held by a financial
institution in an electronic form on behalf of You and/or Your Children. Branded, digital or
virtual currencies are not considered money or official national currency.

Third Party means any natural person or entity other than You and/or Your Children,
acting on their own accord, without Your and/or Your Children’s knowledge, consent,
assistance or participation.

Transfer Instruction means an instruction directing You and/or Your Children to transfer
money or official national currency using Electronic Communications.

Vendor means an entity or individual that has a legitimate written contract or a pre-existing
written arrangement to provide goods or services to You and/or Your Children.

You, Your, Insured means the Policyholder and/or the person named in the Policy
Schedule as Insured.

We, Us, Our, Insurer means Zurich Insurance Company Ltd.
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What is NOT covered? — Section 3: Exclusion

We will not pay or reimburse You for any Loss arising directly or indirectly from the following:

3.1 Any criminal, dishonest, reckless, deliberate or malicious conduct by You and/or Your Children.

3.2 Any dishonest conduct of a Third Party who is or has been authorized by You and/or Your Children (whether or
not such authority has been rescinded) to have access to You and/or Your Children’s Home or passwords or
other access credentials for Your and/or Your Children’s Computer System, Payment Card, Online Bank
Account or Digital Wallet.

3.3 Any Loss based upon, arising from or as consequence of physical theft or loss of Payment Card.

3.4 Any Loss based upon, arising from or as consequence of Online Bank Account, or Payment Card issued by card
issuers, which are not regulated by Hong Kong Monetary Authority (HKMA) or other similar regulatory bodies
worldwide.

3.5 Advance fee fraud whereby You and/or Your Children is dishonestly induced by a Third Party to make an
upfront payment by promising later to provide to You and/or Your Children payment or provide goods or
services of a greater value.

3.6 Confidence trick involving feigned intentions towards You and/or Your Children, such as romantic intentions,
investments, contracts, loans and the like, gaining the Your and/or Your ’s confidence or affections, and then

using that goodwill to commit fraud

Provided however this exclusion 3.6 does not apply to:
e Social Engineering Loss under Your Benefits 1.2 (Social Engineering) of this Policy.

3.7 Any physical injury, sickness, disease, disability, shock, mental anguish, or mental injury, including required care,
loss of services or death at any time resulting therefrom. Provided however this exclusion does not apply to:

Provided however this exclusion 3.7 does not apply to:
e Ongoing Monitor Expenses and Mental Health Counselling Expenses under Your Benefits 1.5
(Cyberbullying) of this Policy

3.8 Any physical loss or damage to tangible property, other than Restoration Costs.

3.9 In respect of all operative sections of this Policy: pornographic content, illegal content, prize competitions or
games of chance

3.10  Any activities carried out by You and/or Your Children for business or professional purposes.
3.11 Infringement of intellectual property rights.

3.12  War, hostilities or warlike activities (whether war is declared or not), invasion, civil uprisings, riot, rebellion,
insurrection, illegal strikes, decrees of government, state or public authorities.

3.13  The use of data which You and/or Your Children is not authorized to use.

3.14  Any Loss which occurred before the inception of this policy.

10
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3.15

3.16

3.17

3.18

3.19

3.20

3.21

3.22

3.23

3.24

3.25

3.26

3.27

3.28

3.29

3.30

3.31

If any Loss covered under this Policy is also covered by another policy, or would have been covered by
another Policy if this Policy did not exist, We will only reimburse Our share of the claim even if the other
insurer refuses the claim.

Any failure or interruption, however caused, of services provided by a Third Party including
telecommunications, internet service, satellite, cable, electricity, gas, water or other utility service providers.

An electromagnetic pulse, nuclear material or radioactive contamination.

Transfers or payments made in the expectation of receiving cash, cash equivalents, in-game items, jewellery,
live animals, plants, illegal or restricted goods or services.

Seizure, confiscation, requisition, destruction or damage by law or order of any government, state, public,
civil or military authorities.

Funds in Digital Wallets stored in a currency other than Hong Kong dollar (HKD).
In-game currencies, crypto-currencies, reward points and air miles.

Any Loss involving unregulated digital currency of any kind, unregulated virtual currency of any kind or
unregulated cryptocurrency of any kind.

Provided however this Exclusion does not apply to:

e Extortion Payment under Your Benefits 1.3 (Cyber Extortion) of this Policy; or

e Restoration Costs under Your Benefits 1.4 (Restoration) of this Policy arising from Cryptojacking.
Insolvency of a bank or card issuer.

Insolvency of a seller or provider of goods and services.

Any Loss in respect of which You and/or Your Children is entitled to compensation or an indemnity or refund
from a card issuer, bank or seller or provider of goods or services

Investment losses.
Any act of terrorism, notwithstanding any provision to the contrary within this Policy or any endorsement
thereto; or any action taken in controlling, preventing, suppressing or in any way relating to any act of

terrorism.

Any Loss arising from unlicensed, illegal, or pirated software, music, films or installation of unofficial mobile
apps stores.

Any Loss arising from any ordinary wear and tear, drop in performance, progressive or gradual deterioration.
Any Loss arising out of Cyber Fraud or Hacking against the bank and/or any financial institution.

Any Loss arising from any purchase of products and services from social media such as Facebook, Instagram,
WeChat and the likes.

11
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Something You MAY WANT TO KNOW deeper about Your Policy —

Your and our responsibilities, operation of this Policy, and
how to claim

e SECTION 4: SPECIAL CONDITIONS
SECTION 5: GENERAL CONDITIONS
SECTION 6: CLAIMS PROCEDURE

12
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Your and our responsibilities in this Policy —
Section 4: Special Conditions

4.1 Eligibility
To be eligible under this Policy:

(@) The Policyholder named in the Policy Schedule must be a Hong Kong Identity Card (HKID) holder including a
citizen, a permanent resident of Hong Kong or non-permanent residents, who meet specific criteria.

(b) The Policyholder named in the Policy Schedule must be at least eighteen (18) years of age on the effective
date of insurance.

4.2 Cash Before Cover

(a) Itis fundamental and an absolute special condition of this Policy that the premium due must be paid and
received by Us before insurance cover is effective.

(b) In the event that the total premium due is not paid to Us (or the intermediary through whom this Policy was
effected) on or before the inception date or the renewal date, then the insurance shall not attach and no
benefits whatsoever shall be payable by Us. Any payment received thereafter shall be of no effect
whatsoever as cover has not attached.

4.3 Coverage Limit and Deductible

Our maximum liability for each and every Loss and all Loss in the aggregate under this Policy shall not exceed the
coverage limit stated in the Section 1 Your Benefit, or if specified in the Policy Schedule which shall prevail .

We shall only be liable for that part of each and every Loss which is in excess of the deductible stated in the Policy
Schedule.

4.4  Claims Notification

(a) Assoon as You and/or Your Children become aware during the Policy Period of any fact or circumstances that
is reasonably likely to result in a Loss covered under this Policy, You must notify Us as soon as possible, but
no later than thirty (30) days after discovery.

(b) You and/or Your Children shall provide Us with all information, assistance and cooperation which We
reasonably request and shall:

(i) take all reasonable steps to mitigate or avoid a loss under this Policy;

(i) keep any damaged computer systems and other evidence, and allow Us to inspect it;

(iii) attempt to recover financial loss relating to a claim under Your Benefits 1.1 (Cyber Fraud) of this Policy
from a financial institution or online merchant (as applicable), that may be responsible for all or part of
the financial loss; and

(iv) do nothing that may prejudice Our and/or Your and/or Your Children’s potential or actual rights of
recovery with respect to a loss.

(c) With respect to Your Benefits 1.1 (Cyber Fraud), You must provide evidence within 6 months that the financial
institution or Online Merchant (as applicable) has decline to reimburse or void such fraudulent transaction.

(d) With respect to Your Benefits 1.2 (Social Engineering), Your and/or Your Children’s notice will include, but not
be limited to a description of the circumstances leading to the loss and the names, if known, of the persons
causing such loss. You will provide Us with proof of loss within:

(i) 6 (six) months of the discovery of any Loss insured under this Policy; or

(i) the additional time which You may request, subject to Our prior written consent with such extension of

time.

In the event of a Loss You will immediately upon Our request deliver to the Us all pertinent records, information,
explanation and other evidence as may be reasonably required for the purposes of investigating or verifying the
Loss together with a statutory declaration of the truth of the Loss and of any matters connected with it if
required.

13
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4.5 Legal Defence Cost and Cost for Injunction

It shall be Your duty and not Our duty to defend any legal proceedings brought against You and/or Your
Children. We shall have the right and shall be given the opportunity to effectively associate with You and/or
Your Children in the investigation and defence of any legal proceeding. You and/or Your Children shall not admit
any liability or responsibility or agree to make any payment, without the Our prior written consent.

4.6 Duty of Care

It is a condition precedent under this Policy or contract that You and/or Your Children must:

(a)

(b)

make sure that Your and/or Your Children’s Computer System is used and maintained as recommended by
the manufacturer or supplier;

take reasonable measures to safeguard the Your and/or Your Children’s Computer System, including the
installation of anti-malware software. It is recommended that Your and/or Your Children’s update such anti-
malware software regularly in accordance with the vendor’s recommendation and regularly back-up the Your
and/or Your Children’s Digital Assets;

take reasonable measures when disposing of and destroying Your and/or Your Children’s Computer System
to protect Your and/or Your Children’s Digital Assets;

take reasonable measures to safeguard Your and/or Your Children’s Personal Information, Payment Card
and details of Your and/or Your Children’s accounts with financial institutions and Online Merchants; and

take reasonable measures to authenticate and verify the identity of the sender of an Electronic
Communications to You and/or Your Children, requesting the transfer of funds including the sender’s
entitlement to request and receive such funds, prior to such funds being transferred from Your and/or Your
Children’s personal account with a financial institution to an account of a Third Party.

take reasonable measures to authenticate and verify the identity of the sender of a Transfer Instruction to
You and/or Your Children, requesting the transfer of funds including the sender’s entitlement to request and
receive such funds, prior to such funds being transferred from Your and/or Your Children’s personal account
with a financial institution to an account of a Third Party.

4.7 Police Report

(a)

(e)

With respect to Your Benefits 1.1 (Cyber Fraud) of this Policy, You and/or Your Children must report to the
police as well as the issuers of Your and/or Your Children’s Payment Card (where applicable) and/or the
financial institution where Your and/or Your Children’s personal account is held (where applicable) or the
Online Merchant holding Your and/or Your Children’s digital wallet (where applicable) as soon as practicable
but no later than twenty four (24) hours after your discovery of a Cyber Fraud. A copy of the police report
must be provided to Us as soon as practicable.

With respect to Your Benefits 1.2 (Social Engineering), You and/or Your Children must report to the police as
soon as practicable but no later than twenty four (24) hours after Your discovery of a Social Engineering
Criminal Act. A copy of the police report must be provided to Us as soon as practicable.

With respect to Your Benefits 1.3 (Cyber Extortion) of this Policy, the Extortion Payments shall not be paid
without Our prior written consent. You and/or Your Children must also make every reasonable effort to
establish the credibility of the threat and to notify the police or other local law enforcement authorities as
soon as practicable but no later than twenty four (24) hours after Your and/or Your Children’s discovery of a
Cyber Extortion Threat, before surrendering any Extortion Payments in response to the Cyber Extortion
Threat. If the Extortion Payments involves marketable goods, We may pay the actual cash value at the time
of the surrender of such goods. A copy of the police report must be provided to Us as soon as practicable.
With respect to Your Benefit 1.4 (Restoration) of this Policy, You and/or Your Children must report the matter
to the Police for obtaining a record of the Malicious Cyber Act.

With respect to Your Benefits 1.6 (Identity Theft) of this Policy, You and/or Your Children must report to the
police as well as the issuers of the Payment Card (where applicable) and the financial institution (where
applicable) as soon as practicable but no later twenty-four (24) hours after Your and/or Your Children’s
discovery of the Identity Theft. A copy of the police report must be provided to Us as soon as practicable.

14
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Operation of this policy — Section 5: General Conditions

5.1 Arbitration

In the event of a dispute arising out of the Policy, the parties may settle the dispute through mediation in good
faith in accordance with the relevant Practice Direction on civil mediation issued by the Judiciary of Hong Kong and
applicable at the time of dispute. If the parties are unable to settle the dispute through mediation within 90 days,
the parties shall refer the dispute to arbitration administered by the Hong Kong International Arbitration Centre
(‘HKIAC’) under the HKIAC Administered Arbitration Rules in force when the Notice of Arbitration is submitted. The
law of this arbitration clause shall be Hong Kong law and the seat of arbitration shall be Hong Kong. The number of
arbitrators shall be one and the arbitration proceedings shall be conducted in English. It is expressly stated that the
obtaining of an arbitral award is a condition precedent to any right of legal action arising out of the Policy.
Irrespective of the status or outcome of any form of alternative dispute resolution, if We deny or reject liability for
any claim under the Policy and the policyholder or You do not commence arbitration in the aforesaid manner
within 12 calendar months from the date of our disclaimer, Your claim shall then for all purposes be deemed to
have been withdrawn or abandoned and shall not thereafter be recoverable under the Policy shall then for all
purpose be deemed to have been withdrawn or abandoned and shall not thereafter be recoverable under the
Policy.

5.2 Renewal

The Policy shall remain in force for a period of one year from the Policy effective date and this Policy will be
automatically renewed at our discretion. Yet We reserve the right to alter the terms and conditions, including but
not limited to the premiums, benefits, benefits amount or exclusions of this Policy at the time of renewal of any
period of insurance of this Policy by giving 30 days’ written notice to You. We will not be obligated to reveal Our
reasons for such amendments. After all, such renewal will not have to take place eventually if such amendments
are not acceptable to You before the renewal date of any period of insurance.

5.3 Cancellation

This Policy may be cancelled at any time at the Your request in writing to Us and shall receive no refund .

We may also terminate the insurance by sending the Policyholder seven (7) days’ notice by registered letter or
email to the Policyholders last known address or email address and the Policyholder shall be liable to refund a
ratable proportion of the premium for the unexpired term from the date of cancellation.

No refund shall be given where a claim has been lodged under the Policy.

5.4 Confidentiality

You and/or Your Children will make reasonable efforts not to disclose the existence of this Policy.

5.5 Fraud

If You and/or Your Children make any claim knowing that the same to be false or fraudulent, as regards amount or
otherwise, this Policy shall become void from the beginning and all claims hereunder shall be forfeited.

5.6 Geographical Coverage
Worldwide

5.7 Interpretation

The construction, interpretation and meaning of the terms, conditions, exclusions and limitations of this Policy
shall be determined in accordance with the Law of Hong Kong and in accordance with the English text as it appears
in this Policy.
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5.8 Language

In the event of discrepancy, ambiguity and conflict in interpreting any term or condition, the English version shall
prevail and supersede the traditional Chinese version.

5.9 Notice of Trust or Assignment

We shall not accept or be affected by notice of any trust or assignment or the like which relates to this Policy.

5.10 Other Insurance

This Policy shall apply in excess of any other valid and collectible insurance policy available to You and/or Your
Children, including any retention or deductible portion thereof, unless such other insurance is written only as
specific excess insurance over the coverage limit under this Policy.

5.11 Right of Third Parties

Other than You or as expressly provided to the contrary, a person who is not a party to this Policy has no right to
enforce or to enjoy the benefit of any term of this Policy. Any legislation in relation to third parties’ rights in a
contract shall not be applicable to this Policy. Notwithstanding any terms of this policy, the consent of any third
party is not required for any variation (including any release or compromise of any liability under) or termination of
this Policy.

5.12  Sanctions

Notwithstanding any other terms under this policy, We shall not be deemed to provide coverage or make any
payments or provide any service or benefit to the Policyholder or You or other party to the extent that such cover,
payment, service, benefit and/or any business or activity of the Policyholder or You would violate any applicable
trade or economic sanctions law or regulation. The above clause shall also apply for any trade or economic
sanction law or regulation that we deem applicable or if the Policyholder or You or other party receiving payment,
service or benefit is a sanctioned person.

5.13  Subrogation

In the event of any payment to You under this Policy, We shall be subrogated to the extent of such payment to all
Your and/or Your Children’s rights of recovery, and You and/or Your Children shall execute all papers required and
shall do everything necessary to secure and preserve such rights.

5.14  Governing Law and Jurisdiction

The Policy shall be governed by and interpreted in accordance with the laws and regulations of Hong Kong. Subject
to the Alternative Dispute Resolution clause herein, the parties agree to submit to the exclusive jurisdiction of the
Hong Kong courts.

5.15 Tax/Levy

All premium and fees payable under this Policy may be subject to Tax/Levy. If Tax/Levy is imposed, it will be stated
in the invoice and We reserve the right to claim or collect the Tax/Levy from the You in addition to the premium
and/or fees payable under this Policy.

5.16  Valuation and Foreign Currency

All premiums, limits of liability, sub limits, deductibles, retentions, losses and other amounts under this Policy are
expressed and payable in Hong Kong Dollar. Except as otherwise provided, if judgement is rendered, settlement is
denominated or another element of loss under this Policy is stated in a currency other than Hong Kong Dollar,
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payment under this Policy shall be made in Hong Kong Dollar at the cash rate of exchange for the purchase of Hong
Kong Dollar in accordance with Hong Kong Monetary Authority on the date the final judgement is reached, the
amount of the settlement is agreed upon or the other element of loss is due, respectively.

5.17  Statement of Purpose for Collection of Personal Data

All personal data collected and held by Us will be used in accordance with our privacy policy, as notified to the
Policyholder from time to time and available at this website: https://www.zurich.com.hk/en/services/privacy

The Policyholder shall, and shall procure all other Insured person covered under the Policy to, authorize us to use
and transfer data (within or outside Hong Kong), including sensitive personal data as defined in the Personal Data
(Privacy) Ordinance (Cap.486), Laws of Hong Kong, for the obligatory purposes as set out in our privacy policy as
applicable from time to time.

When information about a third party is provided by the Policyholder to Us, the Policyholder warrant that proper
consents from the relevant data subjects have been obtained before the personal data are provided to Us,
enabling Us to assess, process, issue and administer this Policy, including without limitation, conducting any due
diligence, compliance and sanction checks on such data subjects.

5.18 Entire Contract

This Policy including Policy Schedule, (electronic) enrollment form, declaration, riders, optional benefits,
endorsements, attachments and amendments (regardless verbally or in written format or digital format) will
constitute the entire contract between the parties. No agent or other person has the authority to change or waive
any provision of this policy. No changes in this Policy shall be valid unless approved by our authorized officer and
evidenced by endorsement of such amendment. For avoidance of doubt, the relevant documents stated above will
form part of the renewed policy contract and information contained are deemed to remain true and valid as at the
time of renewal unless otherwise instructed by You.

5.19 Legal Action

No legal action shall be brought to recover on this Policy prior to the expiration of 60 days after written proof of
claims has been filed in accordance with the requirements of this Policy, nor shall such action be brought at all
unless commenced within one year from the expiration of the time within which proof of claims is required.
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What to do in case of claim — Section 6: Claims Procedure

Through Our “eClaim” online platform, You can submit a claim easily and conveniently. Simply access via
https://bit.ly/CBSClaim to submit claims.

Scan or click to access

(There are two versions of this Policy, one in English and one in Chinese. If there is any discrepancy between the
English and the Chinese versions, the English version shall prevail.)
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Zurich Insurance Company Ltd (a company incorporated in Switzerland with limited liability)
25-26/F, One Island East, 18 Westlands Road, Island East, Hong Kong
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@ The trademarks depicted are registered in the name of
. @ Zurich Insurance Company Ltd in many jurisdictions worldwide
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